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SCOPE: This Policy applies to all Company-affiliated facilities including, but not limited to, 
hospitals, ambulatory surgery centers, home health agencies, hospice agencies, physician 
practices, outpatient imaging centers, service centers and all Corporate Departments, Groups, 
Divisions and Markets. 
 
This Policy applies to anyone who uses Company electronic communication, digital media, and 
information systems (“IT systems”), including, but not limited to: 
 Employees; 
 Contractors; 
 Physicians; 
 Practitioners 
 Students 
 Volunteers; and  
 Representatives of vendors and business partners.  
 
Unless otherwise indicated, this Policy applies to the use of any Company IT systems, including, 
but not limited to: 
 Workstations, terminal devices, Company-owned mobile devices, and personal mobile 

devices that are authorized via Mobile Device Management (MDM) to connect to the 
Company network;  

 networks, servers, and associated infrastructure; 
 software and applications, including clinical systems and communication systems such as e-

mail, instant messaging, file transfer utilities, and blogs; and 
 databases, files shares, team rooms (e.g., Webex, Microsoft Teams), and data storage 

devices.  
 

This Policy applies to the use of Company IT systems to access non-company systems on the 
Internet or at external companies including, but not limited to: 
 connection to external non-Company networks and devices;  
 connection to Internet sites and external Web-based applications;  
 use of external e-mail (e.g., Gmail), instant messaging, blogs, micro-blogs (e.g., Twitter), chat 

services, and other digital media communications and applications (e.g., Facebook, 
Instagram, Snapchat, etc.); and 

 use of external data storage and file sharing sites and applications. 
 
This Policy also applies to the use of systems, applications, Internet sites or other electronic and 
digital media other than Company IT systems (e.g., personal or public computers) by employees, 
contractors, physicians, practitioners, students, volunteers and representatives of vendors and 
business partners when they: 
1. hold themselves out as being employed by or representing the Company or an affiliated 

facility;  
2. can be perceived to be speaking on behalf of the Company or an affiliated facility; or 
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3. use confidential or otherwise protected information obtained through their employment or 
affiliation with the Company or an affiliated facility.  

For purposes of this Policy, all persons identified as being within the Scope of this Policy (i.e., 
employees, contractors, physicians, volunteers and representatives of vendors and business 
partners) are referred to as “User” singularly or “Users” collectively.  

PURPOSE: This Policy sets the parameters for use of communication resources, particularly 
electronic resources, such as e-mail, Internet services, social and digital media.  

POLICY:    
 
A. Business Purpose and Use. The Company encourages the use of electronic   

communication resources, including but not limited to: email, Internet services, team rooms, 
chat services, file shares, databases, blogs, microblogs, applications, instant messaging, 
digital media and other electronic means (“Electronic Communications”) to promote efficient 
and effective communication in the course of conducting Company business. Electronic 
Communications and information made available through Company IT systems are Company 
property, and their primary purpose is to facilitate Company business. Employees must not 
use external e-mail or systems to conduct Company business. Users have the responsibility 
to use Electronic Communications in a professional, ethical, and lawful manner in accordance 
with the Company’s Code of Conduct. 
 

B. Personal Communications. When a User communicates in their personal capacity (i.e., not 
on behalf of the Company), it is important that the User not create the impression that they are 
communicating on behalf of the Company. The User must comply with all appropriate 
safeguards of Company information as articulated in the Company Code of Conduct and 
policies. 

 
C. No Expectation of Privacy. A user shall presume no expectation of privacy in anything they 

may access, create, store, send or receive on or through Company IT systems. The Company 
reserves the right to monitor and/or access communications usage and content without the 
User’s consent.  

 
D. Communications Content. Content of all communications should be truthful and accurate, 

sent to recipients based on a need-to-know and sent or posted with appropriate privacy and 
security measures applied in accordance with the Information Security Standards and Privacy 
policies, which are available on Atlas Connect under Information Protection & Security 
Department. 

 
E. Use of Digital Media. The use of digital media (as defined below) is governed by detailed 

guidelines located on the Company’s intranet. The guidelines address Company-authorized 
use of digital media and personal use of digital media. Each User is responsible for reviewing 
and adhering to the HCA Healthcare’s Digital Media Guidelines. Nothing in the digital media 
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guidelines can be used to limit, constrain, or waive rights guaranteed employees by federal 
labor law (e.g., Section 7 of the National Labor Relations Act) or rights granted pursuant to a 
collective bargaining agreement.  

F. Use of Personally-Owned Mobile Devices to Access Information on Company IT 
Systems. Workforce members, other than those exempted in Mobile Device Security 
Standards, must enroll their personally-owned mobile devices in the Company’s mobile device 
management program before accessing Company information from their mobile devices. 

G. Exceptions. Although rare, exceptions to this Policy may be granted by the Senior Vice 
President and Chief Ethics and Compliance Officer. Requests for such exceptions should be 
submitted in writing to the Chief Security Officer and Vice President or the Vice President, 
Ethics and Compliance, responsible for administration of the Ethics Line.  

PROCEDURE:  

A. Productive and Appropriate Communication. Every User has a responsibility to protect the 
Company’s public image and to use communication resources and Company IT systems in a 
productive and appropriate manner. Users must avoid communicating anything that might 
appear inappropriate or might be misconstrued as inappropriate by a reader, for example 
communications that are obscene, malicious, threatening, harassing, or that discriminate or 
could contribute to a hostile work environment on the basis of race, color, religion, gender, 
national origin, age, disability, sexual orientation, gender identity, genetic information, 
protected veteran status, or any other status protected by law or Company Policy. 
 

B. Personal Communications Using Company Communication Systems. 
The Company recognizes that Users may occasionally need to conduct personal business 
during their work hours and permits highly limited, reasonable personal use of the Company’s 
IT systems for such purpose.  
 
Any personal use of the Company’s IT systems is subject to all the provisions of this and 
related Company policies. Any questions are to be directed to the appropriate managers.  
 

C. Personal Communications. 
When a User is communicating personally, as opposed to on behalf of the Company, the 
User must make it clear that their communication is on their own behalf and does not 
represent the views of the Company. When using social media, the User must comply with 
the Digital Media Guidelines located on the Company’s intranet.  

 
D. Monitoring.  

1. The Company may log, review, and otherwise utilize information stored on or passing 
through its IT systems in order to review communications, manage its IT systems and 
enforce Company Policy. The Company may also capture User activity within its IT 
systems, including but not limited to Internet sites visited and access to non-Company 
systems. 
 

mailto:paul.connelly@hcahealthcare.com
mailto:Elsie.Faciane@hcahealthcare.com
mailto:Elsie.Faciane@hcahealthcare.com
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2. The Company reserves the right to use content management tools to monitor comments, 
posts or discussions about the Company, its employees, its patients and the industry 
posted on the Internet by anyone.  

 
3. The Company reserves the right, at any time and without prior notice, to examine files, 

documents, personal file directories, hard disk drive files, Electronic Communications or 
any other information stored on Company IT systems.   
a. This examination is performed to assure compliance with Company Policy, support the 

performance of internal investigations, and assist with the management of Company IT 
systems. 

b. Information contained in documents or Electronic Communications and any other 
information concerning the use of Company IT may be disclosed to the appropriate 
authorities, both inside and outside of the Company, to document employee 
misconduct or criminal activity. Moreover, in some situations, the Company may be 
required to publicly disclose communications or information, including e-mail 
messages, even if such communications or information are marked private or intended 
only for limited internal distribution. 
 

4. Any evidence of violations of Company policy discovered during monitoring must be 
reported to the appropriate managers.  
 

E. Access to Communications Resources and Electronic Communications. 
1. Any review or retrieval of a User’s Electronic Communications or Internet history logs 

must be approved by the Senior Vice President and Chief Ethics and Compliance Officer, 
in accordance with this Policy. Prior to review or retrieval of a User’s Electronic 
Communications or Internet history logs, a request must be submitted to the responsible 
corporate Ethics Line Case Manager on the Electronic Communications Monitoring 
Request (ECMR) form by the Facility Ethics & Compliance Officer (ECO), Human 
Resources representative, Director of Information Security Assurance (DISA), Facility 
Information Security Official (FISO) or Zone FISO, or a member of senior leadership at the 
Facility, Division or Market. Corporate Department requests to review or retrieve 
Electronic Communications or Internet history logs must be submitted to the responsible 
Ethics Line Case Manager by the respective Corporate Department’s Vice President. The 
Ethics Line Case Manager will consult with Corporate Employment Counsel regarding the 
request for review or retrieval of a User’s Electronic Communications and Internet history 
logs prior to submitting the ECMR to the Senior Vice President and Chief Ethics and 
Compliance Officer for review and approval.  

 
2. A Users’ personal files, including those on Company IT systems and computers, must 

generally be handled with the same privacy given to personal mail and personal phone 
calls. This means that other workers, including managers and information systems 
administrators, must not read a User’s personal files without approval of an ECMR, as 
described above.  
 

http://connect.medcity.net/c/document_library/get_file?uuid=478fad38-00bb-4342-b199-5ef7375389dd&groupId=42069440
http://connect.medcity.net/c/document_library/get_file?uuid=478fad38-00bb-4342-b199-5ef7375389dd&groupId=42069440
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3. Under the following limited circumstances, the Facility ECO, DISA, FISO, Zone FISO or a 
Corporate Department Vice President, as applicable, may approve a request to access or 
retrieve a User’s Electronic Communications and Internet history logs without submission 
of an ECMR:  
a. To dispose of or reassign a User’s personal files after a User has left the Company.  
b. To access critical files when a User is absent and access to those files is necessary 

for operational continuity. 
c. To research or respond to Company IT system performance or security issues. 
d. Upon request of the Legal Department, to respond to an administrative demand, 

subpoena or in connection with other legal proceedings; or   
e. To conduct an audit of a User’s activity within Company IT systems without accessing 

or reviewing any content (e.g., number/size of messages sent and received, access to 
EHR/medical records, IT systems login/logout data).  

 
F. Internet Use. Users may only access or download materials from appropriate Internet sites in 

accordance with Company Information Security Standards and the Code of Conduct. 
 

G. Unacceptable Uses. Users may NEVER use the Company’s IT systems, Internet access, e-
mail, or other means of communication in any of the following ways: 
1. To harass, intimidate, make defamatory statements, or threaten another person or 

organization. 
2. To access or distribute obscene, sexually explicit, abusive, libelous, or defamatory 

material. 
3. To illegally obtain or distribute copyrighted material that is not authorized for reproduction/ 

distribution. 
4. To impersonate another user or mislead a recipient about one’s identity. 
5. To access another person’s e-mail, if not specifically authorized to do so. 
6. To bypass Company IT systems security mechanisms. 
7. To transmit unsecured confidential information. 
8. To initiate or forward chain letters or chain e-mail. 
9. To send unsolicited mass e-mail (“spamming”) to persons with whom the User does not 

have a prior relationship. 
10. To participate in political or religious debate. 
11. To automatically forward messages (e.g., with mailbox rules) to Internet e-mail addresses. 
12. To communicate the Company’s official position on any matter, unless specifically 

authorized to make such statements on behalf of the Company. 
13. To pursue a business interest that is unrelated to the Company. 
14. To engage in any conduct that violates the Company’s Policy on solicitation or distribution. 
15. To deliberately perform acts that waste computer resources or unfairly monopolizes 

resources. 
16. For any other purpose which is illegal or against Company Policy. 

H. Sanctions. Suspected violations of this Policy must be handled in accordance with this 
Policy, the Code of Conduct, any Company sanctions and enforcement policies and the 
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Company’s Digital Media Guidelines. Investigation and resolution at the local level is 
encouraged and each Facility must designate a process for promptly reporting violations. 
Typically, this includes reporting to one’s supervisor, another member of management, a 
Human Resources representative, the Facility ECO, the Facility Privacy Official (FPO) or the 
DISA, FISO or Zone FISO. In addition, suspected violations may be reported to the Ethics 
Line at 1-800-455-1996 or online at https://hcahealthcareethicsline.ethix360.com.  

 

DEFINITION: 

Digital Media: Digital Media refers to any and all digital technology, platform and/or practice 
(both now existing or existing in the future) that enables people to use, create, share, or otherwise 
interact or engage with content, individuals, communities, opinions, insights, and/or conversations 
over the internet. 

Electronic Media: Any device which may be used to store or transport data (e.g., internal and 
external hard drives, CDs, DVDs, and USB drives).  

Electronic Communications: A means of communication which allows individuals to use 
computerized systems or devices for communication. 

REFERENCES:  

1. Code of Conduct 
2. Employee Handbook 
3. Equal Employment Opportunity, Anti-Harassment and Respectful Workplace Policy, 

HR.ER.072 
4. Solicitation Policy, HR.OP.030 
5. Information Confidentiality and Security Agreements Policy, IP.SEC.005 
6. Information Security – Electronic Communications Policy, IP.SEC.002 
7. IS Standard: Enterprise Mobility Management, OIS.MDT.02 
8. IS Standard: Mobile Device Encryption, OIS.MDT.03 
9. IS Standard: Mobile Device Management, OIS.MDT.04 
10. HIPAA Privacy Policies 
11. HCA Healthcare Digital Media Guidelines 
12. Electronic Communications Monitoring Request form 

 

https://hcahealthcareethicsline.ethix360.com/#landing
http://hcahealthcare.com/util/forms/ethics/policies/information-protection/IPSEC005.doc
http://hcahealthcare.com/util/forms/ethics/policies/information-protection/IPSEC002.doc
https://connect.medcity.net/c/document_library/get_file?uuid=fe511475-35f1-43cc-af0c-2f49e8dd20ce&groupId=64846569
https://connect.medcity.net/c/document_library/get_file?uuid=fe511475-35f1-43cc-af0c-2f49e8dd20ce&groupId=64846569
https://connect.medcity.net/c/document_library/get_file?uuid=37c5bb00-c946-4939-abb4-0ca9a2c38ff3&groupId=64846569
https://connect.medcity.net/c/document_library/get_file?uuid=37c5bb00-c946-4939-abb4-0ca9a2c38ff3&groupId=64846569
https://connect.medcity.net/c/document_library/get_file?uuid=188dca81-61d5-4dab-82ee-6b12103e5fa9&groupId=64846569
https://connect.medcity.net/c/document_library/get_file?uuid=188dca81-61d5-4dab-82ee-6b12103e5fa9&groupId=64846569
http://connect.medcity.net/web/ethicsandcomplianceoverview/ip-pri-policies
http://connect.medcity.net/c/document_library/get_file?uuid=41432884-9b62-4a56-baaa-a2f6f53e5d71&groupId=42069440
http://connect.medcity.net/c/document_library/get_file?uuid=478fad38-00bb-4342-b199-5ef7375389dd&groupId=42069440
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